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Figure 22. Data Breach Discovery Methods

By a substantial margin, the most common way in which organizations became aware of data breaches was through
notification by a third party. Often, this involved the third party detecting suspicious activity or fraudulent use of
compromised data that was later traced back to the victim. Interestingly, the organization'’s own employees were
second on the list, catching 12 percent of breaches during the course of their daily work activities. All other methods
fell well below the 10 percent mark.

Perhaps the most notable statistic in Figure 22 is the 4 percent of incidents that were detected through event
monitoring and other forms of analytic technologies. Intuitively, these controls should detect a large proportion of
data compromise events, yet our findings strongly contradict this position. Are these technologies not deployed? Are
they inherently ineffective? Has the evolution of cyber attacks rendered these measures obsolete? We answer in the
negative on all accounts. These are not new technologies and adoption rates have been high for some time. ICSA Labs,
an independent division of Verizon Business, has tested many of these devices over the years and certified their
effectiveness. Furthermore, most information security guidelines contain provisions for log monitoring, routine audits,
and incident response procedures.
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Figure 23. Discovery Methods—Simplified

The fact of the matter is that though most organizations have the technologies, people, and know-how required to
detect and respond to data compromise events, they seldom do so. In 82 percent of cases, our investigators noted
that the victim possessed the ability to discover the breach had they had they been more diligent in monitoring and
analyzing event-related information available to them at the time of the incident. The breakdown is in the process.
What these organizations seem to lack is a fully proceduralized regimen for collecting, analyzing, and reporting on

anomalous log activity.
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This point is clearly illustrated in Figure 22, which provides an alternate view of the same data presented in Figure 23.
As shown, the organization was “active” (referring to measures taken that are specifically designed for detection) in
the discovery process in only 7 percent of cases. Eighteen percent of breaches are discovered “passively” (i.e, due to
unusual behavior exhibited by a compromised system), while third parties alerted the victim in the remaining 75
percent.

Anti-Forensics

The term “anti-forensics”is used to describe any and all actions taken by an unauthorized intruder to conceal evidence
of their actions and make ensuing investigations difficult. Although anti-forensics often involves sophisticated
software and techniques, it can also take the form of simple hacks and workarounds that mask an intruder’s digital
footprint. Securely deleting critical log files such that they can not be easily recovered, for example, would be a
considered an anti-forensic technique.

Unfortunately for investigators, many anti-forensic tools are readily available and operationally intuitive. What's more,
these tools are becoming ever smarter. Some newer proof-of-concepts directly attack the very tools used by
investigators to examine evidence. In practice, however, anti-forensic techniques are not perfect; intruders often

remove some traces of their actions but leave investigators plenty of evidence to examine.

Collecting and analyzing statistical data surrounding the use of anti-forensic techniques presents an intrinsic
challenge. That is to say, the use of truly effective anti-forensic measures should ostensibly leave no trace that they
were used at all. With that in mind, the Investigative Response team discovered signs pointing to the use of anti-

forensics in 39 percent of cases. Given recent activity, this will be a trend to watch over the next few years.

Unknown Unknowns

Throughout hundreds of investigations over the last four years, one theme emerges as perhaps the most consistent
and widespread trend of our entire caseload. Nine out of 10 data breaches involved one of the following:

» A system unknown to the organization (or business group affected)

» A system storing data that the organization did not know existed on that system
» A system that had unknown network connections or accessibility

o A system that had unknown accounts or privileges

We refer to these recurring situations as “unknown unknowns” and they appear to be the Achilles heel in the data
protection efforts of every organization—regardless of industry, size, location, or overall security posture. For this
reason, investigators make a special point of determining whether any of these scenarios contributed to a data
compromise incident. The percentage of cases in which each of these unknown unknowns was present is shown
below in Figure 24.
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Figure 24. Unknown Unknowns

Two-thirds of the breaches in the study involved data that the organization did not know was present on the system.
We believe this to be due to the common practice of establishing security requirements for a system commensurate
with the sensitivity of the information stored within it. While certainly logical, this approach fails when the organization
is unaware that sensitive data exists on the system. Less stringent controls are prescribed for the system, leaving the data
inadequately protected. As information is propagated and replicated throughout the organization, it invariably makes
its way to places it was not intended to be. Criminals, ever vigilant for easy prey, often exploit such circumstances.

Due largely to integration within the extended enterprise, unknown network connections were a factor in 27 percent
of breaches while unknown privileges contributed to 10 percent. Business needs often require that partner-facing
connections and accounts be provisioned quickly. Unfortunately, proper management and eventual deprovisioning
of these assets is overlooked in many cases. Though not as common as other unknowns, 7 percent of breaches did
involve an asset the victim did not even know was under control of their business group. Organizational silos, poor

governance, unclear ownership, and poor communication exacerbate these issues.
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Conclusions and Recommendations

Perhaps the most significant statistic coming out of this historical analysis is that, in 87 percent of cases, investigators
concluded that the breach could have been avoided if reasonable security controls had been in place at the time of
the incident.

This simple statistic calls for a fundamental shift in data protection and incident response mentality. Traditionally,
organizations have aligned their focus on building security controls around the network perimeter, and in many
cases, have turned a blind eye toward data within the network. While a strong network perimeter is important, it
cannot be the only or even the main layer of protection around sensitive information assets. Information itself—
wherever it flows—must be the focus of security efforts and this cannot be achieved under this paradigm. The
following recommendations provide a starting point.

Align process with policy—In 59 percent of data breaches, the organization had security policies and procedures
established for the system but these were not enacted through actual processes. Stated differently, victims knew
what they needed to do, fully intended to do it, but did not follow through. For this reason, controls focused on
accountability and ensuring that policies are carried out can be extremely effective in mitigating the risk of data
compromise. Checks and rechecks are certainly not a novel recommendation and they lack the panache of new
gizmos but our findings attest to their value within the security program.

Achieve “essential” then worry about “excellent”—Eighty-three percent of breaches were caused by attacks not
considered to be highly difficult. Eighty-five percent were opportunistic. These statistics are important because they
remind us that criminals prefer to exploit weaknesses rather than strengths. In most situations, they will look for an
easy opportunity and, finding none, will move on. Many of the victims in this study worked hard to achieve very high
levels of security in numerous areas but neglected even minimal control of others. Can you guess which door the
criminals chose? Identifying a set of essential controls and ensuring their implementation across the organization
without exception and then moving on to more advanced controls where needed is a superior strategy against real-

world attacks.

Secure business partner connections—Partners, whether intentionally or unintentionally, contributed to 39 percent
of data breaches in the study. A large proportion of these would likely have been avoided through the implementation
of basic partner-facing security measures. Additionally, partner assessments against a set of essential controls,
contracts that clearly delineate responsibilities and liabilities, improved provisioning, managementand deprovisioning
of partner connections and accounts, and adherence to the principle of least privilege are all viewed as beneficial in
managing partner-related risk based on these findings.

Create a data retention plan—Sixty-six percent of breaches involved data that the victim did not know was on the
system. Clearly, knowing what information is present within the organization, its purpose within the business model,
where it flows, and where it resides is foundational to its protection. The purpose of an official data retention plan is
to provide very specific policies and procedures regarding an organization’s management of sensitive data.
Organizations should identify and quantify the types of data retained during business activities and then work to
categorize data based on risk and liability. In doing so, they should determine what data absolutely cannot suffer
compromise and prioritize accordingly. Where not necessitated by valid business need, a strong effort should be
made to minimize the retention and replication of data. The creation of a data retention plan should force an
organization to discover unknown information, where it lives, who touches it, and what controls are in place to
protect it.

Control data with transaction zones—Once an organization has created a strategy for data retention, the next step
is to define an approach to securing that data. In so doing, the creation of specific “transaction zones” should be
considered. Transaction zones serve as the foundation for IT security which enables organizations to establish
granular controls as well as additional layers of accountability (logging). On this platform, organizations can deploy
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measures such as two-factor authentication or one-time passwords for contractors, etc. Events out of compliance
with data control standards are prime candidates for alerts which can be acted upon by the organization. These
noncompliance alerts may allow the organization to identify and react to events taking place between the point of

entry and compromise.

Monitor event logs—Evidence of events leading up to 82 percent of data breaches was available to the organization
prior to actual compromise. Regardless of the particular type of event monitoring in use, the result was the same:
information regarding the attack was neither noticed nor acted upon. Processes that ensure the timely, efficient, and
effective monitoring of and response to network events are critical to the goal of protecting data. Such procedures
are not new—>but they are needed.

Create an incident response plan—If and when a breach is suspected to have occurred, the victim organization
must be ready to respond. An effective incident response plan helps ensure that a breach can be stopped prior to a
data compromise, and that evidence is collected in such a manner that enables the business to pursue prosecution
when necessary. The incident response plan should also address the organization’s freeze points—the circumstances
which exceed local resources' knowledge and capabilities. A proper incident response plan also details established
relationships with law enforcement, third-party counsel, and investigative support. As victim organizations may be
required to inform the impacted customer about the breach and data compromise situation, policies and procedures
detailing that process should be included in the incident response plan as well.

Increase awareness—Twelve percent of data breaches were discovered by employees of the victim organization.
This may not seem like much, but it is significantly more than any other means of internal discovery observed during
investigations. Why not improve on a good thing? By implementing a required awareness program, an organization
can effectively educate employees about the risks of data compromise, their role in preventing it, and how to respond
when incidents do occur. If delivered effectively, and with proper incentives, this training can provide a blanket of
basic knowledge across the organization on issues pertinent to data protection.

Engage in mock incident testing—In order to operate efficiently, organizations should undergo routine training in the
area of incident response. Attendance at this training should be required as mandatory by policy and cover response
strategies, threat identification, threat classification, process definition, proper evidence handling, and mock scenarios.
Mock scenario training addresses several key facets of the incident response process and is designed to specifically articulate
the step-by-step procedural elements presented within documentation. These training scenarios should provide a
complete walkthrough of the incident response and investigative process and specific“discussion points”that represent

key learning opportunities.

These recommendations are in no way a comprehensive strategy for enterprise data protection and certainly cannot
guarantee against compromise. Rather, they are derived from experience gained through hundreds of data breach
investigations and are intended to highlight specific problem areas common to many organizations within our caseload.
Used properly, these measures can help guide organizations toward improving their existing controls, adding
accountability structures, and defining proper processes to guide them through containment and remediation in an
efficient manner.The threat landscape is always changing and organizations must continually adapt their data protection
strategies accordingly.
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